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3. Protection of Information Assets (25%)
– 5% (of Final) Extra Credit Project Step By Step Description:

Table of Contents:
1 http://www.isaca.org Content Areas

2. Searched  .PPT/.XLS the Internet’s WWW with
http://www.google.com and http://www.msn.com
3 Appendixes: 
A(1):.ppt Google Protection of Information Assets 

B(1):..xls Google Protection of Information Assets
A(2):.ppt MSN.COM Protection of Information Assets
B(2):.ppt Protection of Information Assets
1. We Selected Topic 3 from 1 of 7 of the following areas of contents:
Content Areas

3. Protection of Information Assets (25%)
Evaluate the logical, environmental, and IT infrastructure security to ensure that it satisfies the organization's business requirements for safeguarding information assets against unauthorized use, disclosure, modification, damage, or loss. Tasks and Knowledge Statements
2. Searched  .PPT/.XLS the Internet’s WWW with
http://www.google.com and http://www.msn.com for:

a.  the Power Point Files (.ppt)  for example typed in the search:

.ppt Protection of Information Assets, copied and pasted the results into MSWord, 
removed any result that does not have a .ppt (power point file, keeping only .PPT files ONLY,

Removed PDF [Portable Document Format] ), created Appendix A(1) for Google and Appendix A(2) for MSN, in both the .doc and .xls files:,  and 

b.  Excel Spread Sheet files (.xls) repeated the same process for the .xls files.
.xls Protection of Information Assets, copied and pasted the results into Appendix B:,  

Removed PDF [Portable Document Format]
c. Created this document, reporting on our Extra Credit Project, and pasted into this document the description of our topic from http://www.isaca.org , into the section entitled: “3. Protection of Information Assets
(13%)”.
3. Combined .ppt and .xls and .doc results into three files, saved, printed & brought to class to present, after having uploaded to digital drop box: 

File1:3. Protection of Information Assets.doc
File2: 3. Protection of Information Assets.xls

File3: 3. Protection of Information Assets.ppt
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3. Protection of Information Assets (25%)
3. Protection of Information Assets

(Content Area, Approximately 25% of exam)
3.1 Evaluate the design, implementation, and monitoring of logical access controls to ensure the integrity, confidentiality, and availability of information assets.

3.2 Evaluate network infrastructure security to ensure integrity, confidentiality, availability and authorized use of the network and the information transmitted.

3.3 Evaluate the design, implementation, and monitoring of environmental controls to prevent and/or minimize potential loss.

3.4 Evaluate the design, implementation, and monitoring of physical access controls to ensure that the level of protection for assets and facilities is sufficient to meet the organization's business objectives.

Knowledge Statements

3.01 Knowledge of the processes of design, implementation, and monitoring of security (e.g. gap analysis, baseline, tool selection)

3.02 Knowledge of encryption techniques (e.g. DES, RSA)

3.03 Knowledge of public key infrastructure (PKI) components (e.g. certification authorities (CA), registration authorities)

3.04 Knowledge of digital signature techniques

3.05 Knowledge of physical security practices (e.g. biometrics, card swipes)

3.06 Knowledge of techniques for identification, authentication, and restriction of users to authorized functions and data (e.g. dynamic passwords, challenge/response, menus, and profiles)

3.07 Knowledge of security software (e.g. single sign-on, intrusion detection systems (IDS), automated permission, network address translation)

3.08 Knowledge of security testing and assessment tools (e.g. penetration testing, vulnerability scanning)

3.09 Knowledge of network and Internet security (e.g. SSL, SET, VPN, tunneling)

3.10 Knowledge of voice communications security

3.11 Knowledge of attack/fraud methods and techniques (e.g. hacking, spoofing, Trojan horses, denial of service, spamming)

3.12 Knowledge of sources of information regarding threats, standards, evaluation criteria and practices in regard to information security

3.13 Knowledge of security monitoring, detection and escalation processes, and techniques (e.g. audit trails, intrusion detection, and computer emergency response team)

3.14 Knowledge of viruses and detection, prevention, and response mechanisms

3.15 Knowledge of environmental protection practices and devices (e.g. fire suppression, cooling systems)

Appendix A Starts here

Appendix A(1):
.ppt  Protection of Information Assets
References & Hyper-Links 

(Google Search:  .ppt Protection of Information Assets)
	Top of Form
Bottom of Form
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	 Web 
	Results 1 - 10 of about 1,370,000 for .ppt Protection of Information Assets. (0.16 seconds) 

	 


[image: image2.png]


[PDF] Microsoft PowerPoint - Secure IT Best Practices.ppt 

http://www.google.com/search?hl=en&q=.ppt+Protection+of+Information+Assets&btnG=Google+Search 
 [PPT] Safeguarding Customer Information Gramm-Leach-Bliley Act Compliance 

	File Format: Microsoft Powerpoint 97 - View as HTML
Prevention. Protect yourself. Protect others. 44. Safeguarding customer information and university assets is everyone’s job!
rusecure.rutgers.edu/compliance/glba/prsntn.ppt - Similar pages


[PPT] Slide 1 

	File Format: Microsoft Powerpoint 97 - View as HTML
Protection of Sensitive Personal Information. Develop, implement, maintain, and enforce a written program for ... Identify and Classify Information Assets ...
www.stonesoup.org/Meeting.last/enter.pres/peterson.ppt - Similar pages


 [PPT] www.uneca.org/codi/codi4/ICT/Day2-April26/CODI%20I... 

	File Format: Microsoft Powerpoint 97 - View as HTML
... the various classes of information assets - data, information, know-how, knowledge ... Strong IP protection reduces some of the benefit of information’s ...
Similar pages


 [PPT] BS 7799 (ISO/IEC 17799:2000) 

	File Format: Microsoft Powerpoint 97 - View as HTML
the appropriate protection of that information. &. associated information assets. Basic Components. Confidentiality: protecting sensitive information from ...
www.nhsia.nhs.uk/ppt/pp/thur_tl.ppt - Similar pages


[PPT] Managing Information Security Risks 

	File Format: Microsoft Powerpoint 97 - View as HTML
There is hope! Information Assets. What is worth protecting? Confidentiality (keeping secrets) ... Information Assets. How much do you spend on protection? ...
www.mpccorp.com/solutions/ pdf/Government%20Managing%20Risk.ppt - Similar pages


 [PPT] www.itaa.org/eweb/upload/4-04%20ANSI.ppt 

	File Format: Microsoft Powerpoint 97 - View as HTML
Protect Assets. Protect Shareholders. Protect Customers. Critical Infrastructure Protection. Investigative. Proprietary. Information. Intelligence ...
Similar pages


[PPT] Slide 1 

	File Format: Microsoft Powerpoint 97 - View as HTML
Criticality. Effective risk management balances the potential for loss with cost of security protection and management. information. asset. oversight ...
www.ehcca.com/presentations/HIPAA11/jervay.ppt - Similar pages


[PPT] Security Technology and Regulatory Compliance 

	File Format: Microsoft Powerpoint 97 - View as HTML
Analyze what needs to be protected (information assets). Determine threats and vulnerabilities. Determine the impact to the organization (harm or losses) ...
www.rsasecurity.com/rsalabs/staff/bios/bkaliski/ publications/other/kaliski-compliance-massnetcomms-2005.ppt - Similar pages


[PPT] Project Matrix 

	File Format: Microsoft Powerpoint 97 - View as HTML
Cost effectively enhance protection of information assets. CSEAT Purpose. Improve federal agency Critical Infrastructure Protection (CIP) planning and ...
cio.doe.gov/Conferences/ AITC/2002/presentations/2abeles.ppt - Similar pages


Appendix A(1) Ends here 

Appendix B(1) Starts here
Appendix B(1):
.xls Protection of Information Assets
Google Search:  .xls Protection of Information Assets
	Web 
	Results 1 - 10 of about 118,000 for .xls Technical Infrastructure and Operational Practices. (0.18 seconds) 


[XLS] Sheet1
File Format: Microsoft Excel 97 - View as HTML
Technical collaboration and infrastructure support. 23. 24. = Completed by EHT
... Standard operating procedures for best practice ...
www.who.int/entity/eht/frameworks/ ESC_Basic_Operational_Framework.xls - Similar pages 

[XLS] TIM_Assessment
File Format: Microsoft Excel 2000 - View as HTML
Have formal inter-agency agreements on operational and administrative procedures
... Have a developed technical infrastructure for surveillance and rapid ...
ops.fhwa.dot.gov/incidentmgmt/docs/timtmplt04.xls - Similar pages 

[XLS] Sheet1
File Format: Microsoft Excel 2000 - View as HTML
WHO DEPARTMENT OF ESSENTIAL HEALTH TECHNOLOGIES. BASIC OPERATIONAL FRAMEWORK ...
Technical cooperation and infrastructure support ...
www.who.int/entity/eht/frameworks/ DIL_Basic_Operational_Framework.xls - Similar pages
[XLS] success page 1
File Format: Microsoft Excel 97 - View as HTML
T-Technical Assist. E-Training/Education. 31. 32. Practice Area: ... Management
Systems - Operational Planning. Information Technology - Data Management ...
www.htr.org/DownloadFiles/ success%20story%20Triplett%20Machine%20Plant.xls - Similar pages 

 [XLS] Sheet1
File Format: Microsoft Excel 2000 - View as HTML
Extent to which high-level design or operational concepts are defined. ...
of existing and sanctioned infrastructure components, services, and technology ...
www.doi.gov/ocio/architecture/ documents/criteriacrosswalk.xls - Similar pages 

[XLS] Top 20 Universities
File Format: Microsoft Excel 2000 - View as HTML
By fiscal year 2004, the operating budget of the Libraries will increase by 33.8
... STG pursues this mission by exploring new technologies and practices, ...
oit.nd.edu/projects/documents/edutech_top20_xls.xls - Similar pages 
XLS] Mapping old and revised ISO17799 

	File Format: Excel 2002 - View as HTML
Acceptable use of assets. 34. 5.2.2. Information Labeling and Handling ... Data Protection and privacy of personal information ...
www.17799.com/papers/2000v2005.xls - Similar pages


[XLS] PART Qs & Section Scoring 

	File Format: Microsoft Excel 2000 - View as HTML
... to improve critical infrastructure protection through information sharing, ... Identify 3200 key assets, join 4000 InfraGard members and conduct 40 ...
www.whitehouse.gov/omb/budget/fy2004/pma/cybercrime.xls - Similar pages


[
Appendix B(1) Ends here 

Appendix A(2) Starts here

Appendix A(2):
.ppt Protection of Information Assets
References & Hyper-Links 

(MSN.COM Search:  .ppt Protection of Information Assets)
Appendix A(2): http://www.msn.com  Search Results for .PPT Power Point Slide Files
Top of Form

http://search.msn.com/results.aspx?q=.PPT+Protection+of+Information+Assets&first=1&FORM=PERE 
Web Results

Page 1 of 21,415 results containing .PPT Protection of Information Assets (0.17 seconds)
· http://www.sanbeiji.com/assets/ppt/security.ppt
· www.sanbeiji.com/assets/ppt/security.ppt 

Web Results

Page 3 of 21,415 results containing .PPT Protection of Information Assets (0.30 seconds)
· http://www.cert.org/archive/ppt/NCISSE.ppt
· www.cert.org/archive/ppt/NCISSE.ppt 

· Page 4 of 21,415 results containing .PPT Protection of Information Assets (0.30 seconds)
· http://www.cptwg.org/Assets/Presentations/feecoCPTWG22Oct.ppt
· www.cptwg.org/Assets/Presentations/feecoCPTWG22Oct.ppt 

Page 5 of 21,415 results containing .PPT Protection of Information Assets (0.40 seconds)
Results

· http://www.mcph.org/BT/2.13.03/BTPH%20and%20Law-HCPHP%202-11-03.ppt
... Social contract Public education Protection of society Technical quality of information and action Obligation to monitor and ... communication Mobilization of assets Primary response Secondary response ... 

· www.mcph.org/BT/2.13.03/BTPH%20and%20Law-HCPHP%202-11-03.ppt 

· http://www.acunu.org/millennium/mppc-0700.ppt
... Set up information traps at money laundering locations ... Identify assets that can be frozen, and readiness of ... Russia’s environmental protection agency Environmental ... 

· www.acunu.org/millennium/mppc-0700.ppt 

· http://www.thetso.com/Info/IPSummit2004.ppt
... and Intellectual Property Protection Summit

· www.thetso.com/Info/IPSummit2004.ppt 

· http://www.database-security.info/Misc/PSSSA.ppt
· www.database-security.info/Misc/PSSSA.ppt 

· http://www.memafsg.com/spotlightFiles/Coleman.PPT
· www.memafsg.com/spotlightFiles/Coleman.PPT 

Appendix A(2) Ends here 

Appendix B(2) Starts here

Appendix B(2):
Were you looking for .xls.xs3.com 3. protection of information assets
Web Results
Page 1 of 16,970 results containing .XLS 3. Protection of Information Assets (0.14 seconds)
Results

· Training and Consulting
... information: consulting@lacher.com A B C D E F G H I J 1 Excel Tip ... use menu option Tool, Protection, UnProtect sheet to unlock all ... 3 Assets 4 Cash_and_Equivalents 604528.2 12% 22% 5 Trade ... 

· lacher.com/files2000/lacher45.xls 

· Income statement
... 3 4 Retail Banking Corporate ... tangible and intangible assets -41 -36 -8 -8 -2 -2 -51 -46 11 -3 -2 0 0 -46 ... information, EURbn 22 Lending 146.3 141.1 43.2 41.3 34.8 ... 

· www.nordea.com/sitemod/upload/root/eu/interim/Q3_2005.xls 

· Home
... to enter general project information (user name, proponent, date ... into a building. The protection of potable groundwater pathway ... 3.2.3 PHC Composition 158 159 The composition of PHC ... 

· www.ccme.ca/assets/xls/phc_cws_sprdsht_user_e_20021219.xls 

· Background Information
... Supplemental information on bank portfolios from examination staff ... Current Risk-Weighted Assets for items affected by ANPR $0 ... properties (RC-C.II.3.a-3.c) 8 Total oustanding ... 

· www.csbs.org/Basel1a/Basel1ACalculationSpreadsheet.xls 

· China
... Japan [Export market 3 (% share)] EIU CountryData 142 China ... of top 10 banks by assets EIU Market Indicators & Forecasts ... Degree of property rights protection (5=high) EIU Market Indicators ... 

· www.alacra.com/wdata/sample.xls 

· COVER
... the worksheet, select Tools>Protection>Unprotect Sheet 23 24 ... Repeat items 3-13 for the Alternative case table as well ... Secondary value of information availability Results of having ... 

· www.hksystems.com/resources/roi_II-4_sample_data.xls 

· Abstract04-05
... ADDITIONAL INFORMATION AS REQUIRED UNDER PART IV OF THE SCHEDULE ... Proceeds from sale of Fixed Assets 3,172,100 7,767,491 30 ... Investors Education And Protection ... 

· www.talbros.com/prospectus/Balance-Sheet-2004-05.xls 

· Sheet1
... Capital Assets and Service Acquisition ... Watershed Protection and Flood Prevention ... 3 Capital Assets and Service Acquisition 262 ... 

· www.whitehouse.gov/omb/budget/fy2006/sheets/part.xls 

· BBPC News | BuildOrBuy - Table of Contents Page
... 02 By Joe Whinery jwhinery/xls/ifiwere_3--.xls BBPC News | BuildOrBuy PC ... jwhinery/xls/october01_v5.xls assets/ppt/mb101.pps BBPC News ... 80 Wire IDE Connector Information - BBPC News | BuildOrBuy Group ... 

· www.buildorbuy.org/toc.html 

Appendix B(2) Ends here 
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